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LUEHTPANbHbLIA BAHK POCCUNCKON ®EOQEPALIUU

NMMCbMO
oT 7 pekabpsa 2007 r. N 197-T

O PUCKAX NP ANCTAHLIMOHHOM BAHKOBCKOM OBCNYXXUBAHUA

BaHk Poccum oTmeuvaeT, 4TO B MOCnedHee Bpemsi B POCCUMICKOM cermMeHte cetu WHTepHeT
y4acTUINCh CETEBbIE aTaku Ha calTbl U cepBepbl (Aanee - pecypchbl) KPeaUTHbIX opraHM3auunin, a Takke
MonbITKNW ~ HENPaBOMEPHOrO  MONYYEHUs1 MEepCOoHaNibHOM  MHAOpMauMu  nofib3oBaTenell  CUCTEM
ancTaHumoHHoro 6aHkoBckoro obcnyxuBaHus (ganee - OBO) (naponn, cekpeTHble Kro4vM CpencTB
WwmncppoBaHus 1 aHanoros cobcTBeHHopY4YHoW noanuvck, MNH-koabl 1 Homepa GaHKOBCKMX KapT, a Takke
nepcoHarnbHble faHHble UX BragenbLa).

Haunbonee pacnpocTpaHeHHbIMW SIBRSKOTCA  pacrnpefeneHHble atakM Tuna "oTkas B
obcnyxmBaHMn", Npyu KOTOPbIX OOMbLUOE KOMMYECTBO KOMMBIOTEPOB (OT HECKOMbKMX COTEH 4O COTEH
TbiCAY), MporpaMMHoe obecneyeHne KOTOpbIX NPeABapUTENbHO cheuunanbHbiM 06pa3omM AMCTaHLMOHHO
mMogudmumpyeTcsa nuuamu, NpeanpuHMMatoLMMK NonbITKM HEMPABOMEPHOrO MOMNY4YEHUSI NEePCOHAarbHOM
uHdopmaumm none3oBatenen cucrem B0, no koMaHOe yKasaHHbIX ML, HaYMHAKT OOHOBPEMEHHO
HanpaBnATb MacCOBbIE 3aMNpPOChl HA aTaKyeMblii pecypc, CEpPbE3HO HapyLlas MO0 NOMHOCTLI0 GrIoKMpys
ero paboty. lNpu aToM BnageneL pecypca, Kak MpaBurio, HE MOXET CaMOCTOSiTENbHO, 6e3 nomoLLm
nposangepa NHTepHeTa, BOCCTaHOBUTL paboToCnocoOHOCTL pecypca. [poaomKMTENbHOCTL aTak MOXET
COCTaBMsiTb HECKONbKO CYTOK, B TEYEHWe KOTOpbIX OKasblBaeTcsi HeBO3MOXHbiM [OBO MHoxecTBa
KIWEHTOB KPEOAWTHOW OpraHusaumm, 4To MOXET HaHecTu npsamon yuiepb 3ToM opraHmsaumm 1M ee
KnneHTam.

B cBs3u c u3noxeHHbIM BaHk Poccum cuntaeT uenecoobpasHbiM pekoMeHAOoBaTb KpeauTHbIM
opraHusauusiM BKMoYaTb B [OrOBOPLI, 3aknioyaemble ¢ npoBaigepamun WHTepHeTa, obssaTenbcTBa
CTOpPOH MO MPWHSATUIO Mep, HanpaBMeHHbIX Ha OnepaTMBHOE BOCCTAHOBIEHME (OYHKLUOHUPOBaHUSA
pecypca npu BO3HUKHOBEHMW HELUTATHbIX CUTyaLui, a Takke OTBETCTBEHHOCTU 3a HECBOEBPEMEHHOE
UCMOJSHEHNE Taknx 06593aTenbCTB.

Mpu coseplleHNUN MNOMbLITOK HEMPaBOMEPHOro MofyyYeHus nepcoHarnbHOW  WHopmMauum
none3oBatenenn cuctem OBO knueHTam KpeOuTHbLIX OpraHuv3auun no cucTtemam 3EeKTPOHHOW MOouYTbl
HanpaBnaTCA COOOLLEHNs, B KOTOPbIX MOA KakMMu-nmbo npeanoramu (TEXHUYECKOE NMepPEeBOOPYXKEHUE
opraHusaumm, obHOBNEHVWE unu cBepka 6a3 AaHHbIX KpeaUTHOW opraHusauum u T.Mn.) npegraraeTcs
BBECTM C KraBumaTypbl KOMMblOTEpPA yKasaHHble KOAbl B MOMSA 9KpPaHHbIX (hOPM B Xo4e UMUTUMPYEMbIX
CeaHCoB WH(MOPMaUMOHHOrO B3aMMOAENCTBUS C KPeOUTHOW opraHusaumen (K npumepy, uyepes
co3faHHbIn aybnvkat ee web-canta). OQHOBPEMEHHO Ha KOMMbIOTEP KNMEHTa C web-canTa MoryT
nepegaBaTbCs BpPeLOHOCHbIE MPOrpamMmbl, ABASIOLWMECH KOMMbIOTEPHBIMU BUpYyCcaMu Unn “3aknagkamu”,
BbIMOSHAOWMMN B (DOHOBOM pexume pabdoTbl CKpbITble (OYHKLMK, CBSI3aHHbIE C HENPaBOMEPHbLIM
nonyyYeHnemM nepcoHanbHon nHgopmarmm nonb3oBatenen cuctem AB0.

Habntogatotca cnydanm HEenpaBOMEPHOTO  MOSMyYEeHUA PEKBM3UTOB OaHKOBCKMX KapT npu
npoBedeHun onepauuin 4vepe3d OaHkomaTbl. [lpy 3TOM MCNONb3yKTCA HakNagHble YCTPOMCTBA Ha
knaesmatypy ans Beoga [MMH-koga wnm Ha ycTpolcTBO Anisi npuvema kKapT B 6GaHkomar, a Takke
cneumanbHO MpUCnocobneHHble Ans 3Tux uenen "danbwmeblie" 6GaHKOMaTbl, KOTOPble HE3aKOHHO
yCTaHaBMNMBaOTCA, KakK MPaBumo, B HEe KOHTPOSIMPYEMbIX KPeOUTHLIMU OpraHu3aumsMn Mectax U BHeLLHe
He oTnnyatoTcs oT 6aHkOMaToB, Ucnonb3yemblx Ans [JBO KNMEeHTOB KpeaUTHBIX OpraHn3aLuui.

HenpaBomepHO nony4eHHbIe pas3nNUYHbLIMK crnocobamm pekBn3nUTbl BAHKOBCKMX KapT UCMOSb3YHTCS
AN M3roToBneHUs NoaaenbHbIX GaHKOBCKMX KapT, YacTMYHO (Tak HasbliBaemblr "6enbii nnactuk") nnm
MOMNHOCTBIO UMUTUPYIOLLMX NOoANuHHbIE. [pu ucnonb3oBaHuM B HGaHkoMaTax nogaenbHble GaHKOBCKME
KapTbl NpeaocTaBnsoT nx obnagatensim Bce BO3MOXHOCTM NOANNHHBIX GAHKOBCKMX KapT.

B uenax HenpaBOMepHOro nornyyYyeHns nepcoHanbHOW UHopmaunm nonb3osatenen cuctem A0
3aUHTEPECOBaHHbIE NMLA MCMOMb3YHT TaKKe pasfnu4YHble BapuaHTbl TeNedOHHOro MoLeHHuYecTea. B
YACTHOCTKN, OTMEYalTCs Cllydau HanpaBfeHMs] MOLLUEHHUMKAaMU Ha MOOUIbHble TenedoHbl KIMEHTOB
KpeauTHbIX opraHusaumi SMS-cooblieHnin 0 HeobxoauMOCTM MO3BOHUTL NO HOMepam TenedoHOB,
KOTOpble B AENCTBUTENBLHOCTU HE MpuHagnexat 3TUM opraHmsaumsam. Takke UMEKT MECTO 3BOHKU
KnueHtam ¢ cooblieHneM aBTOMHOPMATOpPOB O MpefoCTaBfeHun npoaykToB W ycnyr GaHka c
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NpeanoXeHNeM HaxaTb onpefdereHHble KraBuwu Ha TenedoHe Ans MOATBEPXKAEHWS COrnacusi B UX
npuobpeteHnn M T.N. Tem caMbiM KNMEeHTbl OaHKa NPOBOUMPYIOTCS K BCTYMMEHWIO B KOHTAKTbl C
MOLLEHHMKaMK, LENnbl KOTOPbIX B TOM uYMUCIE MOXET SABMATbCA MNOMyYyeHWe KOoHduOeHUManbHON
KITMEHTCKOM MHdopmauun (Hanpumep, Homepa 6aHkoBckon kapTbl 1 NWH-koaa).

B cBA3M c wusnoxeHHelM BaHk Poccun obpalwiaeTr BHMMaHWe KpeAuTHbIX OpraHusauuin Ha
HeoBX0AMMOCTbL pacnpocTpaHeHus npegynpexaatowen nHhopmaunm ans CBOUX KIMEHTOB, B TOM Yncne
C UCnonb3oBaHWEeM MpeacTaBUTENbCTB B CeTU WIHTepHeT (web-canToB), O BO3MOXHbLIX Criyyasix
HenpaBoOMEPHOro NoMny4yeHus NepcoHansHoOM MHopmauumn nons3osartenen cuctem B0O. B coctas Takon
nHopMaummn LenecoobpasHo BKMYaTb OnNncaHue oguumnanbHO MCNOofb3yeMbiX CNOcoboB M CpPeacTs
WMHOPMALIMOHHOTO B3aUMOAENCTBUS C KNMEHTaMu, a TakkKe OnucaHWs MNpUeMOB HernpaBOMEPHOro
nony4YeHns KogoB NepCcoHanbHON MAEHTUMUKALUM KITMEHTOB, MHpopMaLum o BaHKOBCKUX KapTax u Mep
NpegoCTOPOXKHOCTU, KOTOpble Heobxoaumo cobnodaTth KnumeHTam, nonb3yowmmes cuctemamm 60O, B
KadecTBe NOgobHbIX Mep KpeanTHbIe opraHM3aumn Mornm 6bl, Hanpumep, peKOMeHA0BaTb KIMeHTaMm:

- VWCKMOYWUTb BO3MOXHOCTb HENpPaBOMEPHOrO  MNOMy4YeHUs NEepPCoHarnbHOW  MHopmauum
nonb3osaTtenen cuctem 16O (He nepegasaTb HEYNONTHOMOYEHHBLIM NULAM);

- OCyWecCTBNnATb onepauum C uUcnonb3oBaHUEM ©aHkoMaToB, YCTaHOBJIEHHbLIX B ©e3onacHbIX
MecTax (B rocyaapcCTBEHHbIX y4dpexaeHunAax, noapasgerieHnax 0aHKoB, KPYMHbIX TOProBbIX KOMIMJ1eKCax,
rocTnHuMUax, asponoprtax n T.ﬂ.);

- He wucnonb3oBaTb OaHKOBCKME KapTbl B OpraHuMsauusix TOProBnM W  OBCNYXUBaHWUS, He
BbI3bIBaAOLLNX JOBEPUS;

- NpU COBepLUEHNM onepauuii ¢ 6aHKoBCKoW KapTow 6e3 ncnonb3oBaHns 6aHkOMaTOB He BbiMycKaTb
€e 13 Nnonsi 3peHuns;

- He nomnb3oBaTbCA YCTpPoOWCTBamu, KoTopble TpebyioT BBoga [MMH-koga gns pgoctyna B
nomeLleHve, rae pacnonoxeH 6aHkomar;

- He ucnonb3oBaTtb NMNH-kog nNpu 3akase ToBapoB NMbBO ycnyr no TenedoHy/dakcy unu nNo cetu
WHTepHeT;

- MpPU HanMyuu BO3MOXHOCTW, NPEAOCTaBMAEMON KPEOWTHOW OpraHu3aumen, UCnonb3oBaTb
PEeKBM3UTbI KapTbl OOHOPA30BOrO WCMONb30BaHWSA (Tak HasblBaeMoW "BUpTyanbHOW KapTbl") Ans
OCYLLECTBIEHUsI onnaTtbl TOBApoB N1OO ycnyr Yyepes ceTb VIHTEpHET;

- nonb3oBaTtbcsa ycnyron SMS-onogeLleHUa o NpoBeAeHHbIX onepauunsax ¢ npumeHeHvem OBO (B
cnydyae BO3MOXHOCTU NOJSTyYEHUsT TAKOW yCryru);

- OCYLeCTBMATb WHAOPMAUUOHHOE B3auMOOEWCTBME C KPeOWUTHOW opraHu3aumen TOMbKOo C
MCMNonb30BaHNEM CpeacTB CBA3W (MOOWMbHbIE M CTauuoHapHble TenedoHbl, akchl, NHTEPaKTUBHbLIE
web-cantel/noptansl, 0Obl4HAst W 3MEKTPOHHAs Mo4YTa W Mp.), PEKBU3UTbI KOTOPbIX OFOBOPEHbI B
OOKYMeHTax, nony4yaeMblX HENOCPEACTBEHHO B KPEAUTHOW OpraHusaumm.

HacTosiee nucbmo nognexut onyonukosaHmio B "BecTHuke BaHka Poccum”.
[oBeanTe copepkaHne HaCTOsILLIEro NUCbMa 00 CBEOEHUSA KPEOMTHBIX OpraHm3auunin.
MepBbIi 3amecTuTEND
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