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LLEHTPA/IbHbIA BAHK POCCUICKOMN ®EQEPALUMU

ANCbMO
OT 2 OKTA6pA 2009 r. N 120-T

O NAMATKE
"O MEPAX BE3OMACHOIoO NCNoJ/Ib3OBAHUA BAHKOBCKUX KAPT"

BaHK Poccum B pamKax paboTbl No MHPOPMMPOBAHUIO O PUCKAX, CBA3AHHbLIX C MCNOJ/Ib30BAHWEM
6aHKOBCKMX KapT, M MOBbIWEHWUIO (GUHAHCOBOW TPAaMOTHOCTM Hace/NeHWs NoAroToBun [MamaTky gns
AepxKateneit GaHKOBCKMX KapT O mMepax 6e30MmacHoro Mchnosib3oBaHWA 6GaHKOBCKMX KapT (aanee -
MamnaTKa).

TeppuTOopuanbHbiM yupeskaeHuam baHka Poccum npepgnaraeTcd NpPoBecTU € KpeauTHbIMU
OpraHM3aumMaAMK OONOJIHUTE/IbHYIO pPaboTy, HanpaBAEHHYI0 Ha MNoBbileHWe WHPOPMUPOBAHHOCTU
aepxarteneir OGaAHKOBCKUX KapT O Mepax Mo COXPAaHHOCTU OaHKOBCKOM KapTbl, €€ PEeKBU3UTOB,
NepcoHanbHOro naeHTUMdMKauMoHHOro Homepa (aanee - MUH) n gpyrux gaHHbIX, a TaKKe Ha CHUXKeHue
BO3MOMHbIX PUCKOB NMpK COBEPLLUEHNN ONnepaLmin C UCMOb30BaHNEM DaHKOBCKOM KapTbl B baHKomaTe,
npu 6e3Hann4YHOIN onnaTe TOBapoOB U YCAYr, B TOM YMCae Yepe3 ceTb MHTepHeT, BKAo4Yaa pasmelleHune
MaMATKN B MecTax 0B6CNyXMBaHUA AepkaTeneil BaHKOBCKMX KapT, B AOCTYMHOM AN O3HaKOMAEHWA

dopme.

HacTosuwee nucbmo baHKa Poccuum noanexuT onybimkoBaHuto B "BecTHuKe BaHka Poccun”.

3amectutens MNpepgcepartena
baHka Poccumn
T.H.HYTYHOBA

MpunnoxkeHune
K nncbmy baHka Poccum
071 02.10.2009 N 120-T

NAMATKA
"O MEPAX BE3OMACHOIO UCMNOJIb30OBAHUNA BAHKOBCKUX KAPT"

CobnoaeHne pekomeHaaumn, cogepsawmxca B MamaTke, No3BoAUT obecneynTb MaKCUManbHYHO
COXpaHHOCTb 6aHKOBCKOM KapTbl, ee pekensnTos, MNH 1 Apyrux AaHHbIX, @ TaKKe CHU3UT BO3MOXKHble
PUCKM NpU COBEPLUEHWM OMepaLuit C MCNoAb3oBaHMEM 6aHKOBCKOM KapTbl B 6aHKomaTte, npu
6e3HaNNYHOM onnaTe TOBApPOB M YCAYT, B TOM YMC/ie Yepes ceTb MHTepHeT.

Obuime pekomeHaaLNn

1. Hukorga He coobuwgaunte MUH TpeTbMm nnLAM, B TOM 4YUCIe POACTBEHHWKAM, 3HAKOMbIM,
COTPYAHMKAM KpeauTHOM OpraHusaumm, Kaccupam M Auvuam, nomoratowum Bam B McCnonb3oBaHUM
6aHKOBCKOM KapTbl.

2. NMWH H606X0,£|,VIMO 3aNOMHUTb NN B C/alydae, eC/in 3TO ABNAETCA 3aTPYAHUTENbHbIM, XPAaHUTb
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ero oTAenbHo oT 6aHKOBCKOMN KapTbl B HEABHOM BUAE M HEAOCTYNHOM AS TPETbUX AL, B TOM Ymucie
POACTBEHHMKOB, MecTe.

3. Hukorgaa HM NpuM Kakmx ob6CTOATENbCTBAX He nepepasBainTe 6OaHKOBCKYD KapTy Ana
NCNO/Ib30BaHMA TPETbUM SiMLLAM, B TOM YUCNEe POACTBEHHMKaM. Ecan Ha 6aHKOBCKOM KapTe HaHeceHb!
damumans m ums GM3NYECKOro NMua, TO TOJIbKO 3TO U3MYEcKoe MU0 MMEEeT NpPaBo MCMNO/b30BaTb
6aHKOBCKYHO KapTy.

4. Mpu nony4yeHUM OAHKOBCKOM KapTbl pacnuwmntecb Ha ee 0BOPOTHOM CTOPOHE B MeCTe,
npegHasHayeHHOM 4S8 NoANWUCK AeprKaTenn 6aHKOBCKOW KapTbl, €C/M 3TO NPesyCMOTPEHO. TO CHU3UT
PWCK MCMONb30BaHMA 6AaHKOBCKOM KapTbl 6e3 Balwero cornacus B ciyyae ee yTpaTtbl.

5. BbyabTe BHMMaTe/bHbl K YC/IOBUAM XpPaHEHMS M WCMONb30BaHWA 6aHKOBCKOW KapTbl. He
nogsepraiTe OaHKOBCKYID  KapTy  MeXaHW4YeCKUMm, TemnepaTypHbiIM W 3/1€KTPOMAarHUTHbIM
BO34ENCTBMAM, A TaKKe usberalite nonagaHna Ha Hee BAarM. baHKOBCKYHO KapTy HEb3sl XPAHUTb PAAOM
C MOBU/IbHbIM TeniepOoHOM, BbITOBON M OPUCHON TEXHUKOMN.

6. TenedoH KpeaAUTHOWN opraHM3aLMK - SMUTEHTA BAHKOBCKOM KapTbl (KpeauTHOW opraHM3aumuy,
BblaaBLle BaHKOBCKYIO KapTy) yKa3aH Ha 060poTHOM cTopoHe 6aHKOBCKOM KapTbl. Takke Heobxoaumo
BCEraa MMeTb Npu cebe KOHTaKTHble TenedoHbl KPpegUTHOM OpraHnu3aumm - SMMTEHTa BAHKOBCKOM KapTbl
N HOMep GAHKOBCKOM KapTbl Ha APYrnX HOCUMTENAx MHPOPMALMKU: B 3aMUCHOM KHUMKKE, MOBUABHOM
TenedpoHe u/Mnun gpyrux Hocutenax MHGoOpPMaL MM, Ho He pPAAOM C 3anucbkto o MUH.

7. C uenblo NpeaoTBpalLeHUa HemnpaBoOMEPHbIX AEUCTBMIA MO CHATUIO BCEM CYMMbl [AEHEXHbIX
cpeacTB ¢ BaHKOBCKOro cyeTa LenecoobpasHo YCTaHOBUTb CYTOYHbLIA IMMUT Ha CYMMy onepauuii no
H6aHKOBCKOM KapTe M OAHOBPEMEHHO MOAK/IOUYMTb INEKTPOHHYIO YCAYyry OnoBeleHUa 0 NpoBeaeHHbIX
onepayusax (Hanpumep, onoseLLeHNe NocpeacTBom SMS-co0BLEHNI AN MHBIM CNIOCOBOM).

8. Mpu nonyyeHun npocbbbl, B TOM YMCAE CO CTOPOHbI COTPYAHWKA KpeaMTHOW opraHusauuu,
COObWMTb NepcoHanbHble AaHHble UAK MHbOpMaLMo O BaHKOBCKOW KapTe (B Tom uucne MUH) He
coobuwarite ux. Mepe3BoHUTE B KPEAUTHYIO OPraHU3auMio - SMUTEHT BaHKOBCKOM KapTbl (KpeauTHylo
OpraHM3aumio, BblgaBLUyo 6aHKOBCKYIO KapTy) U cooblumTe o AaHHOM ¢dakTe.

9. He pekomeHAyeTcsi OTBeYaTb Ha 3/1IEKTPOHHbIE NMUCbMA, B KOTOPbIX OT MMEHW KpeauTHOM
opraHusaumMm (B TOM 4MCNe KPeaWUTHON OpraHM3aumMuM - amuTeHTa OGAHKOBCKOM KapTbl (KpeguTHOM
opraHu3aumm, Bblaasluei GaHKOBCKYO KapTy)) npeanaraetcs NpeaocTaBUTb NePCOHasbHble AaHHble. He
cnenyiite no "ccbiNkam", yKasaHHbIM B MMCbMax (BKOYaA CCbIIKM Ha CalT KpeaMTHOM opraHusaumm),
T.K. OHM MOTYT BECTM Ha CalTbl-A4BONHUKM.

10. B uenax MHGOPMALMOHHOrO B3aMMOAENCTBMA C KPeaMTHOM opraHu3aumein - SMUTEHTOM
6aHKOBCKOM KapTbl (KpeAWTHOW opraHusaumu, Bblaaswelt 6aHKOBCKYIO KapTy) pekomeHayeTca
MCMO/Ib30BaTb TO/MIbKO PEKBU3UTLI CPEACTB CBA3UM (MOOWIbHBLIX U CTaLMOHAPHbIX TenepoHOB, PaKCoB,
MHTEPaKTUBHbIX Web-caitToB/nopTanos, 06bIYHOMW M 3NEKTPOHHOM MOYTbl U MpP.), KOTOPbIE YKasaHbl B
AOKYMEHTaXx, NoJly4YeHHbIX HeNoCcpeaCcTBEHHO B KPEAUTHOW OPraHn3aLmm - IMUTEHTE HaHKOBCKOM KapTbl.

11. NomHUTe, YTO B cnyyae packpbiTMa MNH, nepcoHanbHbIX AaHHbIX, YyTPATbl OBAHKOBCKOM KapThbl
CYLLEeCTBYET PUCK COBEpLUEHUA HEMpPaBOMEPHbIX AENCTBUA C AEHEXHbIMWM CpeacTBamu Ha Bawem
6aHKOBCKOM CYETE CO CTOPOHbI TPETbUX AN,

B cnyyae ecnM uvmeroTcs MNpeanosioXKeHus o  packpbitunm MWUH, nepcoHanbHbIX AaHHBbIX,
NO3BONAIOLWMX COBEPLINTL HENPAaBOMEpPHble AeNCTBMA C BalimMm 6aHKOBCKMM CYETOM, a TaK¥Ke eciu
H6aHKOBCKasA KapTa bblia yTpayeHa, HeobXoANMMO HemMea/IeHHO 06pPaTUTLCA B KPeAUTHYIO OpraHn3aumio -
3MUTEHT BGAHKOBCKOW KapTbl (KpeAUTHYIO OpraHu3aLMmio, BblAaBllyo BaHKOBCKYHO KapTy) M cnefosatb
YKa3aHUAM COTPYAHWKa AAHHOW KpeAWTHOW opraHuszaumu. 1o mMomeHTa 06palleHnAa B KpeauTHyHo
OpraHM3aumIio - SMUTEHT BAHKOBCKOM KapTbl Bbl HeceTe PUCK, CBA3AHHbIA C HECAaHKLMOHMPOBAHHbLIM
cnuMcaHMem [AeHeXHblX cpeacTB C Bawero 6aHKOBCKOro cyeta. Kak MpaBWAO, COMMAacHO YCAOBMAM



[OroBopa C KpeauTHOM opraHuM3auuen - 3MUTEHTOM 6aHKOBCKOW KapTbl JleHeXHble cpeacTsa,
cnucaHHble ¢ Bawero 6aHKOBCKOro cyeTa B pe3y/ibTaTe HeCaHKLUMOHUPOBAHHOIO MCNO/Ib30BaHUA Balel
6aHKOBCKOM KapTbl [0 MOMEHTa YyBeAOM/EHMA 06 3TOM KpeaAuTHOM oOpraHu3auum - SMUTEHTA
6aHKOBCKOM KapTbl, HE BO3MELLAIOTCA.

PekomeHAaLmn Npu COBEPLIEHMN OMEpPaLNi
c 6aHKOBCKOW KapTon B baHKOMmaTe

1. OcyuwectBnaite onepaunm C UCNOb30BaHMEM 6aHKOMATOB, YCTAHOB/IEHHbIX B 6e30MnacHbIX
mecTax (Hanpumep, B rocyAapCTBEHHbIX yUYpeKAeHUsX, noapasgeneHnax 6aHKoB, KPYMHbIX TOProBbiX
KOMM/IEeKCax, FOCTUHMLAX, a3ponopTax 1 T.n.).

2. He ucnonb3yiite ycTpolictBa, KoTopble TpebytoT BBoga MNUH gns goctyna B nomelleHue, rae
pacnosioxeH 6aHKomar.

3. B cnyyae ecnm nobamsoctn oT baHKOMaTa HaxoAATCA MOCTOPOHHME Auua, caeayeT BblbpaTh
6o/iee noaxoasiiee Bpems 4/1A UCNOAb30BaHUA GaHKOoMaTa MM BOCMONb30BaTbCA APYrMm 6aHKOMaTOM.

4. MNepepn, ncnonb3oBaHnem HaHKoMaTa OCMOTPUTE €ro Ha HaJnyme AONONHUTESbHbBIX YCTPOWUCTB,
He COOTBETCTBYIOLLMX €ro KOHCTPYKLMM U PacnoNoXKeHHbIX B mecTe Habopa NMUH 1 B mecTte (npopessb),
npeaHasHayeHHOM AN Npuema KapT (Hanpumep, HaavyMe HepPOBHO YCTAaHOBAEHHOW KnasBMaTypbl
Habopa MUH). B ykazaHHOM c/ly4yae BO3AePsKUTECh OT UCMOIb30BaHUA TaKoro baHKoMaTa.

5. B cnyyae ecau Knaematypa MAM MeCTO A4 npuema KapT 6aHKomaTta 060pyaoBaHbl
AOMONHUTENbHBLIMA  YCTPOMCTBAMM, HE COOTBETCTBYIOLWLMMM €ro KOHCTPYKUMW, BO3AEPMKUTECH OT
MCNonb3oBaHWA 6aHKOBCKOM KapTbl B AaHHOM 6aHKomaTe M coob6lWMTe O CBOMX NOAO3PEHMUAX
COTPYAHWKAM KpeauTHOM opraHmsaummn no tenedoHy, ykasaHHoMy Ha 6aHKomarTe.

6. He npumeHaiTe ¢pusmyeckyto cuny, 4ytobbl BCTaBUTb GAHKOBCKYIO KapTy B 6aHKomat. Ecau
H6aHKOBCKasA KapTa He BCTaB/AETCA, BO3AEPKUTECH OT UCNONb30BaHMA Takoro 6aHKoMaTa.

7. Habupaitte MNH Taknm obpasom, 4Tobbl Nt0aM, HaxoaalMeca B HeENocpeacTBEHHON 6aM30CTy,
He cmorau ero yeuaetb. MNpu Habope MUH npuKkpbiBaliTe KNaBnaTypy PyKoOM.

8. B cayyae ecan 6aHKomaT paboTaeT HEKOPPEKTHO (Hanpumep, A0Aroe Bpems Haxo4uTca B
peXnme OXMOAHMA, CaMONPOM3BONLHO MepesarpyKaerca), cieayeT OTKas3aTbCA OT MCMNO/b30BaHUA
Takoro 6aHKomaTa, OTMEHMTb TEKyLLyl0 Onepauuio, HaxaB Ha KnasumaType KHoMKy "OTmeHa", u
A0 AaTbCA BO3BpaTa 6aHKOBCKOM KapTbl.

9. NMocne nonyyeHnAa HaanYHbIX AeHEXHbIX CpeacTB B b6aHKomaTe cneayet nepecynTaTb 6aHKHOTbI
NOZINCTHO, y6e,£I,MTbCF| B TOM, 4TO 6aHKOBCKas KapTa 6bina BO3BpalleHa 6aHKOMaTOM, A0XOaTbCA
Bblga4Yn KBUTaHUUU NpPU e€e 3anpoce, 3aTem NOJOKUTb NX B CYMRY (KOIJJGI'IEK, KapMaH) M TOZIbKO nocne
3TOrNo OTXO04UTb OT 6aHKoMaTa.

10. C!'Ie,EI,VET COXpPaHATb pacneyaTaHHble H6aHKoMaTOM KBUTaHUWN ONA I'IOCI'Ie,CI,yIOLIJ,el‘/JI CBEPKU
YKa3aHHbIX B HUX CYMM C BbIMWCKOM MO 6aHKOBCKOMy cyery.

11. He npucnylwmBaiTecb K CoBeTamM TPETbUX /UL, A TaKKe He MPUHUMAKTE MX MOMOLLb Mpu
nposeaeHUN onepauunii ¢ GaHKOBCKOM KapTon B HaHKOMaTax.

12. Ecav npu npoBeAeHUM onepaumnii ¢ OGaAHKOBCKOM KapToit B 6aHKomaTe OaHKOMaT He
BO3BpalaeT 6GaHKOBCKYIO KapTy, ciaedyeT MNO3BOHUTb B KPEAWUTHYIO OpraHusauuio no TtenedoHy,
yKasaHHOMY Ha 6aHKomaTe, M O0OBACHUTL 06CTOATENbCTBA NPOM3OLIEALIEro, a TaKXKe cneayeT
06paTUTLCA B KPEAWTHYIO OPraHM3aumto - 3MUTEHT GAHKOBCKOM KapTbl (KPeaMTHYH OpraHu3auuio,
BblAaBLYO OGAHKOBCKYHO KapTy), KOTopasa He Oblna BO3BpalweHa HGaHKOMATOM, W panee cnefoBaTb
WHCTPYKLMAM COTPYAHUKA KPeaUTHOM OpraHm3aLmm.



PekomeHAaLMKN NpU UCMOJIb30BaHNUN BAHKOBCKOM KapThbl
Ans 6e3HaNMUYHON ONaTbl TOBAPOB M yCAyr

1. He ucnonb3yiite H6aHKOBCKME KapTbl B OPraHM3aLMAX TOPrOBAM W YCAYr, He BbI3blBAOLLNX
Josepwua.

2. TpebyiiTe npoBeseHMA onepaumii ¢ HaHKOBCKOM KapToi ToNbKO B Bawem npwucytctemu. 3710
HEeObX0AMMO B LeNAX CHUMKEHUA PUCKA HEMPABOMEPHOrO MojyyYeHua Bawmnx nepcoHasbHbIX AaHHbIX,
YKa3aHHbIX Ha 6aHKOBCKOWM KapTe.

3. Mpu wncnonb3oBaHMM 6GAHKOBCKOM KapTbl AN ONAaTbl TOBAapOB M YCAYr Kaccup MOMKeT
noTpeboBaTb OT BAagenbLa 6aHKOBCKOM KapTbl NpeAocTaBMTb MAcnopT, Nognucatb YeKk WAuM BBECTM
MWH. Nepea Habopom MUH cneayeT ybeanTbca B TOM, YTO /IOAM, Haxo4AWMECA B HENOCPEACTBEHHOM
6/1130CTH, HE CMOTYT ero yBuAeTb. Mepes Tem Kak nognucaTh YeK, B 06A3aTeNbHOM NopsaaKe NpoBepbTe
CYMMY, YKa3aHHYI0 Ha YekKe.

4. B cnyyae ecan Mnpu MoOnbiTKe onaatbl GaHKOBCKOM KapTol mmena mecto "HeycnelwHas"
onepauus, cneayeT COXPaHUTb OAMH 3K3EMMNAP BblAAaHHOrO TEPMMUHA/IOM 4YeKa ANA nocnenyloLien
NPOBEPKM Ha OTCYTCTBME YKa3aHHOM onepaLmm B BbIMMCKE N0 GaHKOBCKOMY CYETY.

PekomeHaaLnmM Npu coBepLLIEHNN onepauuii ¢ GaHKOBCKOM
KapToW yepes ceTb MIHTepHeT

1. He ucnonb3ymte MNMUH npu 3akase TOBapoOB M YyCAyr 4yepe3 ceTb MHTEpHET, a TaKKe no
TenedpoHy/dakcy.

2. He coobualite nepcoHanbHble AaHHble UAN UHbOpPMaUUIO O BaHKOBCKOM(OM) KapTe (cueTe)
yepes ceTb MHTepHeT, Hanpumep MNH, napoan gocTyna K pecypcam 6aHKa, CPOK AeicTBmA 6aHKOBCKOM
KapTbl, KpeaUTHbIE IMMUTbI, UICTOPUIO ONEPaLMIA, NEPCOHANbHbIE AaHHbIE.

3. C uenblo NpeaoTBpalLeHUA HenpaBOMEPHbIX AEUCTBMIA MO CHATUIO BCEM CYMMbl AEHEMHbIX
cpeacTe ¢ HaHKOBCKOrO cyeTa pekomMeHayeTca Aaa onnaTbl MOKYMNoOK B ceTu MHTepHeT MCcnosib3oBaTb
OTAenbHYl0 6aHKOBCKYIO KapTy (Tak HasblBaeMyl BUPTYasbHYIO KapTy) C NpefesibHbiM JVMWUTOM,
npeaHasHaYeHHyo TONbKO ANA YKa3aHHOM Lean M He NO3BO/AIOLLYI0 NPOBOAUTL C €8 UCMO0/Ib30BaHWeM
onepawumu B OpraHM3aumax TOProeam U ycayr.

4. CneayeT Nosib30BaTbCA MHTEPHET-CAUTaMM TONIbKO WM3BECTHbIX M NPOBEPEHHbIX OPraHM3aLMi
TOProOBAWN U YCAYT.

5. Ob6nasatenbHo yb6eauTecb B NPaBUAbHOCTM aApPECcOB MHTEPHET-CAaMTOB, K KOTOPbIM
NoAK/oYaeTecb M Ha KOTOPbIX cOoBbMpaeTecb COBEPLWMTb MOKYMKW, T.K. MOXOXKMe agapeca MoryT
MCMNO/b30BaTbCA A1 OCYLLECTBAEHMA HENPABOMEPHbIX A4eNCTBUN.

6. PekomeHayeTcs coBepllaTb MOKYMKM TOJIbKO CO CBOEIO KOMMbIOTEPA B LENAX COXPaHeHus
KOHOUAEHUMANbHOCTU NEePCOHANbHbIX AaHHbIX U (MAn) MHPopmaumm o 6aHKOBCKo(oM) KapTe (cueTe).

B cnyyae ecan MOKyMKa COBepLIaeTcAd € WCMOJIb30BAHMEM  YYXKOMO  KOMMbIOTEPA, He
pPEKOMEeHAyeTCA COXpPaHATb Ha HeM MepcoHasbHble JAaHHble W Apyrylo WHPopmaumio, a nocne
3aBepLUeHMs BCeX onepauunin HyKHO yb6eaunTbCs, YTO NepcoHasbHble AaHHble M Apyraa MHGopmauma He
coxpaHunaucb (BHOBb 3arpysve B 6paysepe web-cTpaHuuy npoAasBua, Ha KOTOPOM COBEPLUANMUCH
NOKYMKu).

7. YcTaHOBUTE Ha CBOW KOMMbIOTEP aHTMBMPYCHOE mporpammHoe obecneyeHue U perynapHo
npoussoaute ero o6HoBAeHNE U 06HOBAEHME APYTMX UCMOAb3yeMbIX Bamu nporpaMmHbiX NpPoOAYyKTOB
(onepauMOHHOM CUCTEMBI U MPUKNAAHbLIX MPOrPamm), 3TO MOKET 3alUTUTb Bac OT MPOHWKHOBEHUA



BPeaOHOCHOro nporpamMmmHoOro obecneyeHus.




